
Oblivious Exact (Un)Learning of 
Extremely Randomized Trees
Sofiane Azogagh, Zelma Aubin Birba, 
Sébastien Gambs and Marc-Olivier Killijian

SATML’26 - March 24th 2026

Slides



Passive adversary

Server

Client

Outsourcing the computation



Training

Inference

Unlearning

Different phases in ML



ℳ0
$ 𝔸 ℳ1 ℳt−1 ℳt+1

ℳodel's timeline

……

ℳt+2

Training Inference Unlearning

ℳt

Training

……

Online Learning



Oblivious algorithms are algorithms whose access patterns (e.g., which memory addresses they 
touch) and control flow (e.g., which branch they take) are independent of the input data 

values.

Non oblivious Oblivious

Oblivious computation
Just a definition



× =Multiplication

+ =Addition x y x + y

x x × yy
Arithmetic 
operations

Ciphertext

m

Data ∈ ℤp

Chillotti et al. : TFHE: Fast Fully Homomorphic Encryption Over the Torus. J Cryptol 33, 34–91 (2020)

=Function evaluation f(x)xf( )
f(0) f(1) f(2) ……… f(p − 1)

 LUT : Look-Up-Table

TFHE

Non arithmetic 
operations

(Functional Bootstrapping) 

Fully Homomorphic Encryption (FHE)
Oblivious computation
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Index

Blind Read

RevoLUT library
Oblivious computation sofianeazogagh/revoLUT



Blind Read

Blind Write
x +

a0 a1 a2 a3 a7a6. . .
=

1
Index

Increment

a0 a1 + x a2 a3 a7a6. . .

Oblivious computation
RevoLUT library

sofianeazogagh/revoLUT



Blind Read

Blind Write

Blind Count

3 2 2 46 6 5 5

Counts
0 1 2 3 4 5 6 7

Blind Read / Write

Oblivious computation
RevoLUT library

sofianeazogagh/revoLUT



Blind Read

Blind Write

Blind Count

1 2 2 12 0 0 2

Blind Majority Blind ArgMax

Blind Count
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Oblivious computation
RevoLUT library

sofianeazogagh/revoLUT



Client Server

Goal : Hiding unlearning requests 
from the server

Why ?


• To protect users privacy


• To enforce the right to be 
forgotten 

Am I training or unlearning ?   

𝒬

𝒬

Encrypted request :  
  𝒬 = + 1 ⟹ training

𝒬 = − 1 ⟹ unlearning
Oblivious unlearning
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θ : Threshold
I : Feature index

Splits  are selected among 
 random generated candidates 

(θ, I)
k

Each leaves stores the 
number of samples from 
each class  that reach itci

Two steps to build an ERT :  

Count class occurrences : accumulating class 
counts in leaves

1

2

Build the internal nodes : randomized splits 

Let  be the training set where  and 
.

S = {(Xj, yj)}n
j=1 Xj ∈ ℝl

yj ∈ {c0, …, cℓ−1}

Geurts, P., Ernst, D. & Wehenkel, L. Extremely randomized trees. Mach Learn 63, 3–42 (2006)

Extremely Randomized Tree (ERT)



θ : Threshold
I : Feature index

Two steps to build an ERT :  

Count class occurrences : accumulating class 
counts in leaves
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Build the internal nodes : randomized splits 
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How to run ERTs on encrypted data ?
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N : TFHE parameter

(2,3)

1 Features quantization :

2 One hot encoding classes

x ← ⌊ x − xmin

xmax − xmin
⋅ (N − 1)⌋ ∈ ℤℕClient
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Server

3 Fix  to avoid non FHE-friendly criterion 
(e.g Gini Index, Information Gain etc..)

k = 1
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1 Features quantization :

Fix  to avoid non FHE-friendly criterion 
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k = 1
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4 The traversal process and the leaves 
updates are oblivious

Server

How to run ERTs on encrypted data ? N : TFHE parameter
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1 Features quantization :
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5
Internal nodes remains public 


Leaves become private

4 The traversal process and the leaves 
updates are oblivious

Server

How to run ERTs on encrypted data ? N : TFHE parameter
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Server’s View
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Training Unlearning
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Exact Unlearning
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Experimental results
Comparison with Random Forest using FHE :

Shin et al. : Fully homomorphic training and inference on binary decision tree and Random Forest, Computer Security — ESORICS’24



Experimental results



Key Takeaways 

sofianeazogagh/oblivious_unlearningFull paper : ia.cr/2025/1409

Oblivious computation enables compliance

Unlearning is indistinguishable from training

Extremely Randomized Trees (ERTs) are simple and FHE-friendly

No accuracy loss on encrypted data



Thank you !
See you at the poster session

sofianeazogagh.github.io

azogagh.sofiane@uqam.ca


