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Oblivious computation
Just a definition

max = axs + bkx(1-s)

Non oblivious Oblivious

Oblivious algorithms are algorithms whose access patterns (e.g., which memory addresses they
touch) and control flow (e.g., which branch they take) are iIndependent of the input data
values.




Oblivious computation 8 _
Fully Homomorphic Encryption (FHE) Ec'phe”extl

Addition
Multiplication

Arithmetic
operations

Non arithmetic
operations

(Functional Bootstrapping) \

JO) f(1) f2) ......... J(p—1)
LUT : Look-Up-Table

Chillotti et al. : TFHE: Fast Fully Homomorphic Encryption Over the Torus. J Cryptol 33, 34-91 (2020)

Function evaluation — l
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Oblivious computation
RevolLUT library
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Oblivious computation
RevolLUT library

Blind Read

Blind Write
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Oblivious computation
RevolLUT library

Gy 2yle gy ey 30}

Blind Read

Blind Write

Blind Read / Write

Blind Count

012345678
Counts
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Oblivious computation
RevolLUT library

Sind et (L2002

Blind Write

Blind Count Blind Count

Blind Majority Blind ArgMax




Encrypted request :

Oblivious unlearning Q=1 = waing
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Goal : Hiding unlearning requests
from the server

Home > News

* [o protect users privacy

Google refusing to comply with "right

* To entorce the right to be to be forgotten” delisting decision
forgotten

OTTAWA — The federal privacy commissioner says individuals have the right to
have some information delisted from search engine results, but Google is refusing
to comply.

Anja Karadeglija, The Canadian Press @ 0 ® @ @
Aug 27,2025 2:47 PM




Extremely Randomized Tree (ERT) 0 : Threshold

[ : Feature index

— [(X.. v} ini c R!
Let § = {(X], y]) ! i=1 be the training set where X] e R’ and Soits (6. 1) are selected among
Yi = {C()a cees Cp g } k random generated candidates

Two steps to build an ERT : /[ (4.2)

G Build the internal nodes : randomized splits /{ (6,0)

/[(23) ] }(4,1> | }(13) L G L
e Count class occurrences : accumulating class , A N e N ¢ L ‘
2| {ler]l =1 |le] =0

lcol =0yl =2 | co

counts in leaves =0||lcol =1l =3 ]| lcg
lci|=0|| ¢ ]| =3 2

ey =3[l =1]l¢

Each leaves stores the ; ‘
number of samples from
each class ¢; that reach it I _II_ l_._ I

Geurts, P, Ernst, D. & Wehenkel, L. Extremely randomized trees. Mach Learn 63, 3-42 (2006)



Extremely Randomized Tree (ERT) 0 : Threshold

I : Feature index
Let S = {(X, y;)} -, be the training set where X; € R’ and
y] E {CO’ e oo Cf—l } . / (6.0) 51 / 4.3) \ 3/ 60 %4 / oG \

Two steps to build an ERT : _dadliewy dnl

(5.3)

G Build the internal nodes : randomized splits

e Count class occurrences : accumulating class

(3.2) (0.4)
COuntS In |eaveS / (5.1) \ (5.2) / (1.8) \ (3.4) \
(0,3) 4,1) 0.,4) ) (3.,5) (4,0) (2,3) (1,3)
\ \ /
lcol =2flcol =2 lcol =2 || Icol =3 ol =1 || Icol =2]|Ic lcol lcol =1QHlcol =2 flcgl =0} Icol =1 }Icol =3 | I col lcol =0 | lcol =
lerl =3l =1 llerl =2 || lerl =1l =2 | lerl =3 )l lcyl letl=2{leil =3 |lcil =2 |}l =3 {Icil =1 [}l ler =0 |lc|=
b ddLlL all aJd Lo _o

Geurts, P, Ernst, D. & Wehenkel, L. Extremely randomized trees. Mach Learn 63, 3-42 (2006)



How to run ERTs on encrypted data ?

Client

G Features quantization :

A~ Xmin
X C(N=1)

Xmax — *min

a One hot encoding classes

€ Z,

PN

} (2.3)
, \

N : TFHE parameter

)(41)}
A N

(4,3) }\

[

-\

((31L

|Co|:O
lc; =0

|Co|:2
|C1| 3

|C()| 0
|C1| 2

|C()| 1
|C1| 3

|Co| 3

|C1|_1

|C()| 2

|C1| 2

|C()| 2

el =1

|C()| 2
|C1| 0
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How to run ERTs on encrypted data ?

X €<

Client

Server

X — Xmin

Xmax — *min

G Features quantization :

- (N=1)

a One hot encoding classes

€ Z,

e Fix k = 1 to avoid non FHE-friendly criterion
(e.g Gini Index, Information Gain etc..)

N : TFHE parameter

Splits (0, I) are sampled randomly from Z,, X Z

/[(2,3) ] }(4 1) } }(1,3) [(3 1) ]\
r N [ \ 1 N \ 2 3 N / r \
el =0|/le 1 =3 [le)1 =21y =3 [ler =1 |1 =2 |1e 1 =1 | ley1 =0

dad oL



How to run ERTs on encrypted data ? N : TFHE parameter

‘ Features quantization :

X — X
X = _.(N=-1] € Zy Splits (0, I) are sampled randomly from Z, X Z

Xmax — *min

Client

a One hot encoding classes

(4 2)
e Fix k = 1 to avoid non FHE-friendly criterion (6 0 & 3)

(e.g Gini Index, Information Gain etc..) (2,3)

6 The traversal process and the leaves

Server

updates are oblivious
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How to run ERTs on encrypted data ? N : TFHE parameter

‘ Features quantization :

X — Xmin

| X — -.(N-1| €z, Splits (0, I) are sampled randomly from Z, X Z
Client Amax — “min
a One hot encoding classes
e Fix k = 1 to avoid non FHE-friendly criterion
(e.g Gini Index, Information Gain etc..)
6 The traversal process and the leaves
Server

updates are oblivious

e Internal nodes remains public

L eaves become private




Server’s View

Features Class B Features Class
¢, = (0,1)

—L s ) NPVZ
s = ((2)...(4l(2](s} 618)/ s = (24 il

! !

/[(2,1)]\ /[(2,1)]\
(= m, PN
}(3,2) ] )(1,4) ] [(1,3) L [(S,I)L }(3,2) ] }(1,4) ] [(1,3) L [(3,1) k
/S N/ N /N /[ N\ /S N /S N/ N /[ N\

¢, = (0, — 1)

0x10..5A[|0x19..B1| [OxE2..13||0x12..F9[|0x31..21 ||OXEE..12| [0x42..AB||0x1E..2E 0x89..24||10x2B..13| [0x2A..2C||OXED..10| [0x10..19||0x9A..26| [0x28..AE|[0x51..85

Unlearning



Obliviousness

Server’s View

Features Class Features Class

|J1 ¢, = (0,1) IJT ,/C = (0, = 1)
—— 1M1 | |
s = ((2)...(4l(2)l6i(a)) s = (2] 2ileflad)
' !
/[ = ]\ /[ = ]\
| 2/[ 6.0) ]\14 /[ (3,5) ][}31) /[ (6,0) ]\ /I (3,5) }\31

e N R N L St
Ox9A..18||0x1C..54| |0x1B..18||0x02..56||0x03..18|| Ox9F..57 | 10x10..18||0x6D..94 Ox9A..18||0x1C..54| |0x1B..18||0x02..56||0x03..18 |1 OX9F..57 | |0x10..18||0x6D..94

Unlearning



Exact Unlearning

Because the traversal process is deterministic :

/ 43)
, (1,3) (3,1)
/
ol =015 0‘ |Co|=1‘ |Co|:0‘ |Co|=1‘
€ ley| =1 |Cl|=18|cl|=08|cl|=08

— o 1l s s

(4.3) \

= (@ OAAE) «

c¢; = (0,1)

ERTs timeline




Correctness
O

Exact Unlearning

Because the traversal process is deterministic :

|C0| O Ol O |C0|=0
|c1| | lci| = |c|=1|"’

88

Blind Write l+ 1 8|

fimeline




Experimental results

Comparison with Random Forest using FHE :

Our ERTs

Shinetal. =----
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Shin et al. : Fully homomorphic training and inference on binary decision tree and Random Forest, Computer Security — ESORICS’24



Experimental results

Training Time (s)

35k —&— FHE Accuracy --¢- Clear accuracy [ Tree Majority [ Update [ Traverse [ Compile
0.95 -1
_ 0.91 0.92 090  0.92
30k 0.87 0.89 o 0.87 0.85 4 0.86 0.87 ' -6
' - > —
25k - 0.759 0.757 -0.8
-------- ¢ --------@
20k -
-0.6
15k
10k - 8956 8937 -0.4
7698
5k - 3725 4329
2166 -
925 1850 1083 0.2
0 —
8

Cancer

Iris

Wine

Accuracy



Key Takeaways

=% Oblivious computation enables compliance
=» Extremely Randomized Trees (ERTs) are simple and FHE-friendly

=% Unlearning is indistinguishable from training

=% No accuracy loss on encrypted data

3 Full paper : ia.cr/2025/1409 O sofianeazogagh/oblivious_unlearning



Thank you !

See you at the poster session

azogagh.sofiane@ugam.ca

Lw_lwwwl sofianeazogagh.github.io




